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Guidelines 
This workbook is a companion to the “Protect Yourself from Cybercrime; Without Being a Geek” course 

offered through Vernon Regional Adult Based and Continuing Education. 

The exercises reinforce the concepts taught in the course and allow the student to identify their 

personal (or business) assets and build a personal incident response plan. 

A PDF copy of the course lesson materials can be downloaded at: 

http://www.onlinecso.com/wp-content/uploads/2017/01/Protect-Yourself-from-CyberCrime-Vernon-

Adult-Ed.pdf  

 

 

  

http://www.onlinecso.com/wp-content/uploads/2017/01/Protect-Yourself-from-CyberCrime-Vernon-Adult-Ed.pdf
http://www.onlinecso.com/wp-content/uploads/2017/01/Protect-Yourself-from-CyberCrime-Vernon-Adult-Ed.pdf
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Understanding Our Risk 
Understanding our risk starts with knowing and identifying our assets.  If we do not know what we are 

trying to protect, how can we develop a plan to detect and respond to threats against our assets?  The 

worksheet below can help you to identify your important assets along with brainstorming potential 

threats against them: 

What Am I Trying To Protect?  - Asset Inventory 

Asset Relevant Threats 
E.G. Joint checking account at AnyBank 1. Fraudulent checks drawn against account 

2. Fraudulent ATM transactions 
3. Unauthorized debit card transactions 
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Asset Defense Plan 
The following is an example plan for a hypothetical asset using the three-dimensional chain of defense we discussed in class.  This is an example 

to stimulate your thinking.  On the next page, you will find a blank sheet suitable for printing as many copies as necessary. 

Asset: Joint checking account at 
AnyBank 

Protect Detect Respond 

Physical 1. Keep checkbook, checks 
and deposit slips locked 
in safe at home. 

2. Keep ATM card in an 
RFID blocking wallet or 
sleeve. 

Review statements for duplicate 
or out of sequence check 
numbers. 

Fil timely dispute claim with bank 
for any unauthorized 
transactions or checks. 

Technical Utilize two-factor authentication 
for online account access 

Review transactions online at 
least weekly for unauthorized 
activity. 
 

Use mobile app, (if available) to 
authorize transactions in real 
time. 

Process 1. Avoid using debit card for 
retail transactions. 

2. Mail all envelopes with 
physical checks at the 
Post Office. 

Regularly reconcile bank 
statement each month with 
purchase receipts. 

Utilize account monitoring 
service to alert on suspicions 
transactions. 



 

6 
 

Asset Defense Worksheet 
Print as many copies as necessary to develop you defense chain for each asset identified in the previous section. 

Asset:  
 
 

Protect Detect Respond 

Physical    

Technical    

Process    
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Response Plan Checklist 
1. Contact credit bureaus and place fraud alerts Date Completed 

Equifax  

Experian  

TransUnion  

Add your own fraud statement to your record  

2. Contact any ‘new’ creditors and accounts explaining you did not open 
the account and demand closure. 

 

List:  

  

  

  

  

  

3. Demand written documentation of account opening to be used when 
filing police report. 

 

4. Respond in writing to any collectors – demand written verification of 
debt 

 

5. Contact existing creditors and accounts and have them closed “at 
consumer request. 

 

6. Setup NEW login names and passwords for all online accounts  

7. Contact check verification companies – ask if they show fraudulent 
checks written in your name. 

 

8. File a Police Report  

Provide copies of all documentation acquired  

Get a copy of the police report  

9. Fill out an ID Theft affidavit  

10. Contact phone company to secure phone service with passwords  

11. Contact the DMV to see of duplicate licenses were issued under your 
name 

 

Place fraud alert in case someone is using your ID  

12. Notify postal inspector if you suspect mail theft or fraudulent change 
of address requests. 

 

13. Contact SSA if your social security number was stolen  

14. Contact the Department of State to determine if fraudulent passport 
applications were submitted in your name. (Do before traveling 
abroad.) 

 

15. Consider hiring legal counsel.  

  

 

 

 

 

https://www.ftccomplaintassistant.gov/#crnt&panel1-1
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Post Recovery Actions 
Recovering from identity theft can leave us feeling exhausted, but when your life is finally back in order, 

this is no time to relax.  Vigilance is a lifelong process. 

After recovery, contact all three credit reporting agencies again and take the following actions: 

o Extend Fraud alerts with credit bureaus up to 7 years 

o Usually this requires a copy of the police report and other documentation 

o Requests should always be in writing and use certified mail 

o Formally request removal of all fraudulent data found on the reports 

o Request names of all companies who received fraudulent data 

o Insist that the credit agencies contact these companies and advise of the fraud, and then send 

these companies corrected information 

Continue to monitor your full credit report annually. 

Other Useful Best Practices 
Along with what we discussed in lass, here are a few more ideas and practices to consider adopting: 

 Consider placing a freeze on your credit.  This is a drastic step although highly effective.  There 

will be a charge to do this and you need to contact the credit buraus to request the freeze.  

Doing so eliminates all unauthorized checks on your credit and eliminates unsolicited offers.  

When you intend to apply for a loan or other credit, you will need to have the freeze 

temporarily lifted. 

 Google is a wonderful search engine.  However, Google tracks search data by default.  You can, 

and should go in and configure your Google account settings to not track.  You can also consider 

using a search engine which is very close to Google, but does not track.  Try 

http://DuckDuckGo.com (Versions also available from Google Play and the Apple App store for 

your mobile device.) 

 We discussed passwords and using a secure, password database in class.  Browsers can also 

cache (save) your password and I recommend that you do *NOT* let the browser save 

passwords. 

 What do you do when you get a new computer?  Your old hard drive likely contains a lot of 

private information. Just because you delete something, it is not really deleted.  The data 

remains there until something else overwrites it on the drive.  Only the index to the data is 

deleted.  I advise that whenever you dispose of old computers, you should wipe the hard drive.  

http://www.dban.org provides a free and effective tool to erase all data on your hard drive.  Do 

the same for your Smartphone and mobile devices and any SIM cards.  

 Always perform a factory rest before disposing of an old phone.  Think carefully before selling an 

old phone, even after a factory reset.  See 

http://www.nbcconnecticut.com/news/local/Clearing-Personal-Data-Off-Smartphones-Not-So-

Easy-400350961.html  

  

http://duckduckgo.com/
http://www.dban.org/
http://www.nbcconnecticut.com/news/local/Clearing-Personal-Data-Off-Smartphones-Not-So-Easy-400350961.html
http://www.nbcconnecticut.com/news/local/Clearing-Personal-Data-Off-Smartphones-Not-So-Easy-400350961.html
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 Use an anti-theft and tracking app on your smartphone or mobile device.  Lookout, Kaspersky, 

AVG and McAfee all offer reliable apps.  Besides locating the lost phone, these apps can 

remotely wipe all data and in some cases, take pictures of the person who may have your 

phone. 

 Social media sites are changing their privacy configurations frequently so I have not put step-by-

step details for each in this workbook. I do recommend that you review and lock down your 

privacy settings for sites such as Google+, Twitter, Facebook, etc.  Also, when you stop using a 

service, delete the account completely instead of deactivating.   

Useful Resources 
The following links are to some useful websites and resources:   

 Lifelock 

 Carbonite 

 KeePass 

 LastPass 

 Duo Mobile 

 PureVPN 

 OpenVPN 

 ID Theft Affidavit 

 What to do right away tips 

http://www.lifelock.com/
http://www.carbonite.com/
http://keepass.info/download.html
https://www.lastpass.com/
https://duo.com/
https://www.purevpn.com/
https://openvpn.net/
https://www.ftccomplaintassistant.gov/#crnt&panel1-1
https://www.identitytheft.gov/#what-to-do-right-away

